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Definitions

Disinformation: Intentional attempts to use false information to affect the participation of
voters in elections, or to harm a person, social group, organization, or country.

Misinformation: False information shared without an intent to harm any person, group, or
organization.

Deepfake: Deceptively authentic audio, video, and images produced using generative Al
technology.
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Mis/disinformation in the 2020 election

DOJ & DHS: “No Evidence Found that a Foreign Government Manipulated Any Election Results”
(DQJ) but foreign & domestic actors used misleading information to sow division.

Russian government-backed disinformation targeted both the left and right, pretending to be
real Americans or mimicking real candidates & community groups, making same-side
candidate attacks to break up coalitions. (Brennan Center for Justice)

Fake news outlets & typosquatting were common tactics by foreign influence campaigns.
(Brookings Institute)

Disinformation on social media platforms and messaging apps like WhatsApp, often in
different languages, targeted communities of color. Experts are already warning this will be
even more widespread in 2024. (Associated Press)

“It takes advantage of their very real fear and trauma
Jrom their experiences in their home countries.”
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https://www.justice.gov/opa/pr/joint-statement-departments-justice-and-homeland-security-assessing-impact-foreign
https://www.brennancenter.org/our-work/analysis-opinion/new-evidence-shows-how-russias-election-interference-has-gotten-more
https://www.brookings.edu/articles/how-disinformation-evolved-in-2020/
https://apnews.com/article/elections-voting-misinformation-race-immigration-712a5c5a9b72c1668b8c9b1eb6e0038a

Typosquatting

A 2019 investigation by Citizen Lab
uncovered an Iran-aligned network of
inauthentic websites and online personas
used to spread false and divisive
information primarily targeting Saudi
Arabia, the United States, and Israel.

This example shows a realistic-looking
article from an academic research center,
hosted on a suspicious URL (.net instead of

.0rg).
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https://citizenlab.ca/2019/05/burned-after-reading-endless-mayflys-ephemeral-disinformation-campaign/

Spreading The Big Lie

The unseen machine pushing Trump’s
social media megaphone into overdrive

Researchers say the online feedback loop between Trump, high-profile influencers and
rank-and-file followers is more dangerous than Russian disinformation.

The Washington Post, Oct. 2020

Trump’s election lies were among
his most popular tweets

CNBC, Jan. 2021

Twitter flagged Donald
Trump’s tweets with election
misinformation: They
continued to spread both on
and off the platform

'You Better Run': After Trump's False
Attacks, Election Workers Faced Threats

NPR, Feb. 2021

Harvard Kennedy School Misinformation Review, Aug. 2021
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https://www.washingtonpost.com/technology/2020/10/30/trump-twitter-domestic-disinformation/
https://misinforeview.hks.harvard.edu/article/twitter-flagged-donald-trumps-tweets-with-election-misinformation-they-continued-to-spread-both-on-and-off-the-platform/
https://www.cnbc.com/2021/01/13/trump-tweets-legacy-of-lies-misinformation-distrust.html
https://www.npr.org/2021/02/05/963828783/you-better-run-after-trumps-false-attacks-election-workers-faced-threats

Election denialism & disinfo since 2020

e A core set of false narratives around voting machines, mail voting, and voter fraud cropped up
online again during 2022 Midterm elections. (Brennan Center for Justice)

In 2022, spread of election lies and falsehoods clustered in networks around several online
communities & influencers. Major nodes are election deniers in different states. (Brennan
Center for Justice)

Election deniers and a cottage industry have financially profited off election disinformation by
selling ads and through fundraising. (Common Cause)

Major social media platforms stopped taking down false claims in posts & ads denying the
2020 election results. (Associated Press, The Guardian)

INVISIBLE FABRIC



https://www.brennancenter.org/our-work/research-reports/3-lessons-misinformation-midterms-spread-social-media
https://www.brennancenter.org/our-work/research-reports/3-lessons-misinformation-midterms-spread-social-media
https://www.brennancenter.org/our-work/research-reports/3-lessons-misinformation-midterms-spread-social-media
https://www.commoncause.org/resource/under-the-microscope/
https://apnews.com/article/election-security-2024-threats-cybersecurity-russia-69b130e9896a8e8a229b7a668000183f
https://www.theguardian.com/technology/2023/nov/15/facebook-ads-2020-election-rigged-stolen-instagram-policy

Likely forces in the 2024 elections

X (formerly known as Twitter) has rolled back much of its protections against election
disinformation.

Facebook and Instagram no longer recommend political content from sources that you
aren’t connected with.

Trump is not (yet) actively posting on Facebook, Twitter, and YouTube.

Encrypted messaging apps have grown more popular (eg. iMessage, WhatsApp, Telegram,
Signal).

New artificial intelligence technologies & tools are widely available.
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How will generative Al impact elections?

Generative Al systems and tools have the potential to...
1. More quickly and cheaply generate lots of mis/disinformation content.

2. More easily generate realistic-looking deepfakes in images, video, audio.

3. Create many versions of a disinformation message, tailored to different communities, making
them more compelling.
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How will Al change things in 2024?

What's New... What Hasn't Changed...

Anyone can access Al tools to The threat of Al-generated disinformation
generate content pretty easily. comes from how it's distributed.

We're less experienced in Fortunately, we've learned quite a few
distinguishing some times of synthetic things about countering disinformation on
media, such as audio. social media since 2020!
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How has Al been used in elections so far?

New Hampshire Primary, Jan. ‘24: Voters received robocalls with the Al-generated voice of Joe
Biden. (AP)

Taiwan election, Jan. ‘24: Videos on social media showed Al newscaster avatars reading false
claims about the president, believed to be part of a Chinese Communist Party information
operation.

Pakistan election, Feb. ‘24: Jailed ex-prime minister Imran Khan's party used Al to create videos
of him giving campaign speeches.

Indonesia election, Feb. ‘24: Prabowo Subianto campaign used Al-generated cartoon likenesses
of him as a "cuddly grandpa" to soften the alleged human rights abuser and former general’s
image. He's now president-elect.

Tirkyie election March '24: Early reports suggest that the AKP political party is producing
deepfake videos for campaign ads in Tirkyie's legislative election.
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https://apnews.com/article/ai-robocall-biden-new-hampshire-primary-2024-f94aa2d7f835ccc3cc254a90cd481a99

What are effective techniques to counter
mis/disinformation?

Inoculation (also known as “prebunking”) and debunking can reduce belief in misinformation.
Effects are strongest in the short term measured only among people who are exposed to the
debunking or inoculation

Social norms interventions have potential to reduce both misinformed beliefs and sharing
intentions. One U.S. study showed that corrective messages were more effective when they came
from fellow party members compared to the opinion of general users. But more research is needed.

Media literacy training can help people identify false stories and unreliable news sources. However,
overall effectiveness is mixed due to the range of approaches. The most successful approaches
empower motivated individuals to take control of their media consumption and seek out high-quality
information. However, these trainings are challenging to target quickly and at scale.

Sources: USAID, Carnegie Endowment for International Peace
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https://pdf.usaid.gov/pdf_docs/PA0215JW.pdf
https://carnegieendowment.org/2024/01/31/case-study-2-media-literacy-education-pub-91480#:~:text=Key%20takeaways%3A%20There%20is%20significant,imply%20the%20effectiveness%20of%20another.

How to prebunk

Prebunking is a technique for pre-empting manipulation from misinformation by helping
people identify and resist it. It entails 3 steps:
Emotional warning: Alert people of impending attempts to manipulate them.

Microdose: Give people a small “dose” example of manipulative messaging.

Refutation: Provide people with counter-arguments to the manipulative
messaging so that they are equipped to refute it.

For further details on how to prebunk: prebunking.withgoogle.com
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http://prebunking.withgoogle.com

What can you do to elevate trustworthy
information?

Build relationships with your state & local election authorities and amplify their efforts.

Elevate election officials as the authoritative & trustworthy sources of election information.

Form relationships with reliable regional, local, & ethnic media before the election, to partner on
debunking misinformation that arises.

Help “prebunk” the common misinformation themes related to elections, such as election security
safeguards and the trustworthiness of mail ballots.

Be prepared to report misleading or incorrect content that you see online.

If someone in your life seems to be too steeped in online activity & conspiracies, encourage them
to take a break, spend time together offline.
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Instagram is limiting political content. Now what?

Political content by sources you follow should still show up in your feeds. You have influence
over your networks and relationships.

Follow accounts from trustworthy sources, such as your election authorities’ official accounts
and pages, regional public media outlets, and share their posts.

Partner with other trusted community leaders to post and boost reliable information.
You can opt in to political content by changing your Instagram settings.

On Facebook, you can choose “show more” or “show less” to personalize the posts shown in
your feed.

Consider other ways to share authoritative election information, such as email, messaging,
and in person.
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Changing settings for political content
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Open up the app on your
smartphone. Then tap the

three-dash menu at the top right.

Navigate to “settings and
privacy,” then choose “content
preferences,” then open the
“Political content” menu.

Find and turn on the “Don’t limit
option.

”

Source: Associated Press

& Settings and activity
® Restricted

@ Limited interactions

Aa Hidden Words

+2 Follow and invite friends
What you see

% Favorites

& Muted accounts

% Content preferences

@ Like and share counts

Your app and media

i Archiving and downloading
@ Accessibility

@J Language

'|||| Data usage and media quality

L0 Website permissions

& Content preferences

Content from accounts you don't follow
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Not interested

Hidden words and phrases

Sensitive content

Political content

Snooze suggested posts in feed
Hide suggested posts in feed for 30 days

Content from accounts you follow

Reduced by fact-checking

Includes content identified as false or partly false by

third-party fact-checkers

& Political content

Political content is likely to mention governments, elections,
or social topics that affect a group of people and/or society
at large.

Learn more

Limit political content from people you don't
follow

You might see less political or social topics in your
suggested content

Don't limit political content from people you
don't follow o

You might see more political or social topics in your
suggested content

This affects suggestions in Explore, Reels, Feed Recommendations
and Suggested Users. It does not affect the content from accounts you
follow. This setting also applies to Threads



https://apnews.com/article/instagram-political-content-controls-no-limits-tech-tip-38261d957f0c56893de6135a13ac442e
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https://bhr.stern.nyu.edu/publication/digital-risks-to-the-2024-elections-safeguarding-democracy-in-the-era-of-disinformation/
https://carnegieendowment.org/2024/01/31/case-study-2-media-literacy-education-pub-91480
https://pdf.usaid.gov/pdf_docs/PA0215JW.pdf
https://pdf.usaid.gov/pdf_docs/PA0215JW.pdf
https://prebunking.withgoogle.com/how-to-prebunk/
https://prebunking.withgoogle.com
https://prebunking.withgoogle.com/docs/A_Practical_Guide_to_Prebunking_Misinformation.pdf




